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(57) Abstract 

PROBLEM TO BE SOLVED: To provide an encryption 
apparatus for reducing the amount of scrap of received 
data and preventing the capacity of the whole network 
from being reduced. 

SOLUTION: The encryption apparatus comprises a 
receiving section 1 for receiving data from the outside, 
a transmitting section 2 for transmitting the data to 
the outside, an encryption control section 5 for making 
a judgment whether the encrypting of the data received 
from the receiving sec tio n is necessary or not based on 
the address from which the data is transmitted or the 
address to which the data is transmitted, an encryption 
section 6 for encrypting the data, which the encryption 
section 5 judges to be encrypted, by the use of one 
encryption mode of a plurality of encryption modes and 
for outputtmg the encrypted data to the transmitting 
section 2, and a load control section 7 for monitoring 
the encrypt in g load of the encryption section 6 and 
changing the encryption mode of the encryption section 6 
according to the encrypting bad. 
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1 

f'-^<7)ii'fH7CT Kl^XtiSSSfcT KW^U3feo*V»T|g 

BS^&affiOBf^ffiafM^ftffiSrgiaU f£HWt-)S 
tT«F**a»OI»#*^:*rSE3E-*-*ftW«l»«*flix. 

t-r 4»#* i ie«<7)Bf-^S!ia^tto 
i xi±a*a 2 seisowHHisfcito 

[»#*4] itflEHf^-fttagtli, Blrf2asiJfJBr^<7)fl 

«t 1-4 at** 3 Knotf^-ata**,, 
[»*^5] «rlBS«»fci»*«l»»kwiBHc, 
L "f - ^ t — b» W »c *«ieit i- 4 ^ < y 7 t « k , » / < 
•y 7 r KS«fE« S *tT v> 4 -r*- 9 UflBfeWfifc * ft 

MS&OS^t'- ? ^t>Bt-f-ftta<OSS?r*iJtBfi- 4 it* 

[»*^6] mrisBt-f-^a^oBt-f-sia^ffl^^Bf-?- 

1 75MIS*« 5 fE«<OBf^a^fto 
[■1**7] t'-* 4 X-r^^i, 

4Xx7 7"i:, »Bt-^©J«glS* J Bg-§-5!La*S-r4i:flif 
L tz t* — ^ ?r , QWBTf- 

t-tz fit** 7 IE® OBf -5§-&a* &o 
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2 

15 * fij iff i" 4 x -f -j 7* * IS 1 1 -r t * #gfc t f 4 «* 
$ 7 XtilM&K 8 E«WBf^-«ta*ffio 

[»** i o ] friEBt-^aa-r 4 x x * yii , irfE« 

SU LfcflBO WS> CTtBf-f-^-CBt-f-ftiai--?) C t £#gfc 
fc 1" 4 n$# 9 IE«OBf -S-MsS^fto 

l t'- ? * — b# w usmiEif.-*- sxf vyi, 

70 IStt. MIEBg : ^-5!! ! a<7)l5Sr*Jgf1-4X7 i 7 7'(±, flflE 
t *#Sct-r4K*a7 7bSW**i 0<Ov»-f^UIE 

ttcoBt-^aa^-fto 

[»#* 1 2 ] frlE»** 6 75SIS** 1 1 ov»r*t 

[HWoaNfflfcifcE] 

[0 0 0 1] 

tcr^i-4 0 

[0 0 0 2] 

t lt, 3Vfc , i-**g*i£&KBt^&a«e£ffiL 

•^ft^a^teLTBf-^-f--^*ii«L, n>t:^-^5g 

Ufflv^tL4Bf^a^ai:*oTI±, t - *— ^ P>Mfm7t 
30 T VU*«?m®%T KPX&f Ui-oTBg-^&aSrT'- 
^ Icife-T *>5* «r*ij »f LT , -£-5 * <f> <0 fi »t * «F ^"^a 
LTiiS«i-4 t v^o £ t to*iTV^4o 
[0 0 0 3] 

Bf-f-jsta^sc*oTii, Bf-f-«Lat-«*s^n-#*s-t 

t;§M § n -f - 9 <r> m^fam&fe t>Z>1$t\-'k<r>7'-9 
tfgmztitz®^ &«o-r-*i±tt*3ii» 

-k* u-r- ^ *$MLfc^-&u(±fiLa* f ian--& 

?*t, WJSr'-5'0^«* t fi : *>^4itti4o 
Bf-^-jaaSeS:— cxoy- Kti-4*y 

[0 0 0 4] ±fefflHj&*rafc»-i-.&fc*KJa 
50 $^ti<7)-C% f<0lWtt*i:I5l±, ${11-4t'- 
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3 

ih-r*waaa««, aafca^ftRtr-t^afcaiT 

4o 

[0 0 0 5] 

±1E*> W« 4 
46 *aBoa*&a*BK&9T(i, *MM»6*'- 

o«H5-#5S:kj: oaateaLaattaoT*- 
cttrtj-rfcaaftiafffc. *«*.fcaa*ya««u*iv» 
t, aa»a««>aaaa»fls«>aa*s»u »a« 
ue.£Taa&3»oaa^*aHi-4*ww»»* 

[0 0 0 6] iTlE*WSIJtJPS|5{±, BM-»a»tC*tt4«F 

^ftawft?!?j&«]fl5ji«-e*4»'fri=, aa»s»*>aa 

wjai^iit^t, a&ai-*?'-* * •) *>sa-*-4f 
-^^<4ot, £:-c <?> -r- * £ ^Mrt z>z.t i>*x # 

[0 0 0 7] tfc, aaMM8£, f-^WSSUSrWglJ 

t-9 Sra-sf-sassfw-ai^-f 4 i o u ltuk asu 

7F-t4c: t* f <fc Lv 0 
[0008] aiE^aa^a-^-fMaatoiwi-, 

L t* — * * — B#ff) t;*aiE«i- 4 / < y 7 r « t , 

< y 7 r art usaiaa sft-r^sf-? uaatatt 
«-#i-4a*affiwiflisi5t 4rta»t, aaw»»w\ ae 
«ftatfcoav»-f-^^<ba*aaoR5* ! Wifi-4fc 

[ooo9] a^aasB^a-s-ftiaKa^aa 

^£*^1-4^a£Klt4«fc ; j IcLTk <fcw»o 4 

fc, a^aiiaa^attoaai&aKiH-^tta** 

[0 0 10] i/c, *»a«aa»a2f85U*o-n;J\ 

nfri5-»a»fiFwaasraau, saaujetrwaaa 
1-4 *>o-c&4„ awsrwaLa^-^taa-*- 

4Xf 7^ a^&aoft#rt J &j|#T-&4:l|rg-K, 
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m.t -minimi lv>o 

[0 0 1 1] faa-i|-&ao3^£«ffirf4*ry7t-, 
- * <7>«5?iJ£*iJSiJ U teaSUtc J: o Taa*a<0R5 
«r«Bfi-4X-f y y£K4 C t L < , .Itf>«-£\ 

aaaai- ^xf'y^ii, aiea ail l asu i-t& c tzig 
a**"caa»a+* * 5 iz-ttu£i nut 
[0012] -~n, r- ri&m-rzzrv -r*>m-* 

naiea. £ </ » 4 7*- ? t: asfcaa ^n^t-^ 

70 fctRlt, »*ftl«)SS**llft4 v yn, ate 

a5fea&oisv^r'-^^<ba^a<oii5^*ijiBfi-4 1 

[0 0 13] Sfc, *HWwEftIfti:*cTli, ±IE 
<&aa»a#ft * Hfri- 4 46 <7) fu V 7 A frflgft L 

[0 0 14] 

[&aoaaoa&] ^f^u^^sntaitfois 
-a*o»3K*Bii7isia5»^v»raa-t4o nn± 

20 »), @2tiBS^-ftiaiifi<o^a**i _ ^aii^*4o s 
3 ii*iiBjcoa'f-^a^aw^#<7)ift^^i«.^i"4 7 n 
h-c*4o 114 {i^^wa-f-^a^fioa-f- 

IH^ft^M ^ 1^ 1 4 7 D - f t - FT-i 

^> o 

[0015] 01 Kisv^T. a-f-52ia^a<±, 

1, h^aSB3, 3§aa4, Bff^- 

©iffligr>5, a#*&a«6, ft^©j^a>7, a^jnesuffli 
as, ait««iixaa9> mfcumui o. *^sni 1 

50 -^XJi^fSaafeT KU^Of-? lcov>Tiiji$-* 

f- ?3lt±9# ^5u7fer KVx^Of- ^ i:ov>tlif- 
*£a-SHfcL-Cj£«$-£4 i<7)T**>4o |oT> r'-^ 

[00161 3*#?«:tLTi'i)||3* 

ai-4<><75T-*4o $a$tt4r'-^i±, af-ftfta** 

40 i$nriJ<b-r-f-w4 iT*rt$co}E}l^"Br^^ 2 Ft:T'- 

ai*i-4o 

[0 0 17] ;<?7r»2tt, SfiLfcT'-**— aw 
50 T*i4fj46, r'-*'c7)Si*$r|!*±i-4-i:* i T-#4 0 
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[0 0 18] >**rv Y%mn3li. 7 rgf2 <T>'&*> 

sst3 1±, 7rgf 2or^j&ai&Bo»a*rM-T'ri- 

l^x^OT*-?Uov>TI4Bf^iM^5i;ffi73U Bf-f" 

TKl/Xt^ jf$?)R*gi:<7>P»8fSil4, SiJ^^-r-rJU 

[0 0 19] QH-ftlJttff 5(i« irfrJf-fflaseilfcaiiS* 

•) , TKV XflBfSr> 5 a t , fftgllttBffli 5 b t £ 

[0 0 2 0] 7KU ^fJSfSB 5 a 14, r- 9 <E>j£fi7C T 
K V *XI±?E7fcT KUX U^o'v^rteT-'- ? WBf ^r^BM 

t*- * Kov»-Cli**>.4 i3S«»4 Uffi* L, Bf^&a 
*«£.S4f- * Uov»TI±*Blfflfrtt 5 b Uffi*rf 

v>T, TKU^JpJBfSP5 at±Kx-r;v£#MBLT*iJffir 

[0021] mwmmu5 b(4, 7---?<omsij£¥y!3ij 

— v-a>V7h^ xTWftlit'ioT i i^L> -f + X 
h T*- 9 , * > - v-f - ? & t'CDT*— 9<T)9 4 -ftth o 
TUv>, **t60JfcSTI±, f - * «<»#&-*- * 7/') 

a««4 i-tuau T-*-^<75asut-*o-^TBf^a^ 

d&S t WW L fz * K o v>T (4 Bf -^-^agC 6 I c Hi 73 1" 
&o -?-<0BR, «SUflSf£C5 b«4, SSUCJ&C^llff^-^rA 

T-Bf-^-ffia-t-i)- 1 ^flt-^-Ktasp^^-r-i) ^c^l 
-c*&o *fl-»Ki±, asuwifgP5 bi±, «ajx.t4'T-7 , >; 

li, m^rttXizrm-ZWSMift 0 4 n IcJ&^U 7 7" 
n-/3>77 |-7x7Qi:^)£-tJr*- * i:ov>t 

i4> iff^-^Ynraf^-jaatlTo iot^ii^-f *o & 

BUife&^x-v^fcgfcltTis^-C, «8U«»r6B5 b I4K 
r- - 7*^ £ #?.?. L T¥U irt £ 4 7 ic £ L T * <£> <, 
[0 0 2 2] ttBUMfrff 5 b K4 »9 , T'-^OffiglJUJ: 
^Bf^&a^RSflSr^T 7 - t i:i 0, -f-^cottgij 
U4oT(4Bf^La7>qFR te^FR^Bf-^ 

wasr-fro j:oTBfr?-jaa«ftoftw«re 
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■ff^-aa * t s it*: 

•f- * <7)ttSlJ (- 4 •=> T l4Bf-§-$ia Sr -r £ -jz-mco tt i >t o 

* j ffffi-r-5>*§^*^> ^nf 3 T-*-?<7)B&-?-ja ! a^*< 
ct(;4 ijWW-fta«^o*l!f*:e«i-4ifc*nTS|t 
aSU«BfS65 b(4, WUUlDtfc**** 
-CflH3-*ai-*w4:*BS*«.a»^*^i-4fc*> ttSU 

■jg-aiat-r iw^^Jt-^rBfr^Meaosii^ssr***^ t 

[0 0 2 3] BH5-j&a»6l±, «jtlf->>y^DE S* 

teaa^as-c* o t, at -§-ftij»gB 5 & b^im^ tzr- 

•f 4<> 'OT** -l>o lib. «?-9-«ta»6J±^URWi-4* 
#©J^lgP7^t>fcBf-^73^?r^$tt4^^ J *)^, * 
ftrMM ST> 7 ^f>ti5crt J £> ofc»*U(±, -J-OjtStCffiafe 

LtS7±7i:^uiJo m^m^ea, Bf-^-^a 

20 Z>o 

[0 0 2 4] %ffiVmU 7 14, Bf -5t-&aSB 6 OBf 

miliar *e«u »*w^)6i:rwF^-«a»6 0B» 
aft^oft #* s ^f t<ot#sf a -?> &n 

#cO^-g-HI4, BS-f-^^J: •) ^?ffOev»<feOBf-f-^ 
t;^Hi-£i7Bf^&ag&6i-Ji7K£-t-£o ftWHtt 
(4, Bf-f-®a^6 U*»*»*HW«rfEi-«-C*ft.Jf Av» 
tf 1 , ^teOff^.T-(4/N' y 7 TSB2 i:S»?it4*JHi 

iO [0 0 2 5] ^#:fi<J(C(4, *W»]»Sr> 7 (4, /W7t« 
2<7)^*»tf?'JUAoTv^-r-^c7)1@S[ : &^aiL'r, /< 
7 7r nf 2 o^f*,^^ h t* — *«»*t-t iftftSi: t-* 

- y*«»«SEita i ftTi/»4*^u, WF^jaaftf**'** 

ftWW«A«±-e*«)Jl5*Wt«IBf-r*<» *tT, 
»J»§T> 7 14, Bt-f-«ta»^**S5ftWC** fcfflif L/c^ 
^■Uti, Bf-^KLagB 6 «0Bf tttt X 10 H*T«>«v»Bfr3- 
**UjEI5i-*J:-5, Bf-f-^aSC6tCji7p^ffi-r 0 0lJx 
40 14*, m-^mWU 7 J4, Bf^aSB6/» ? Bf^-73^:Y-r-Bf-5§- 
MaSrffiH t LTi»4»*i:, 4 •) ft#tf>«v>Bf-S§-;£ 

[0 0 2 6] ffi^fellifiSUfflia' 8 f4, ;<y 7 rgfi 2 rtCf 
50 iittit-CiJ^-C, ^aK(Cgafe)Hfi<7)|ll#lC'5;'b^4 7 
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«7C7 KV7,^tCgo*t>TfiBfcJlI<i£&5El-£o 
[0 0 2 7] tt?HffttJR*tt9(±. BTW1SP 6 <0&a 

[0028] &mmnu ion, *etHw*iR*« 9 oik 

l-m^J-t* ^OT-ab-So *^tci±. s^tuwi o 
l±, H 2 Us tttHt***S*aB 1 1 *>ifca* 

tf»1 1 a CBSLrS^^HKflMSt LTtMtftU 

jj^SBl 1 bi:HJM^o LEDft^SU 1 bli^SScWL 

[0 0 2 9] ^lcJil±OJ:otLTflljaUfcnF-9-&a« 

[0 0 3 0] * "f , 1 i) t 7 r ~ ? *^>r v Yft&rQ 

$«Lt (Xf7yS 10 1), R^M^-**'^? 

r»2i:i«e«t5. f<oic, «fc«ffi«i»»8* f 

f^SlOl) o f LT, h&aSUri*, 
7"S 1 0 2) o 

[0 0 3 1] >**rv h&aSr>3l±, •T-^fciUBS-tfT 

ffi*1--5»o Bg-^-*IJ«9W5 if T Vl'X$mW5 a 

Og5£¥iJi/rL (Xf7/S103) , Bf^-^S^FSt 

12). Bff*«3*q&RfcfllBrSftfc-?'-*(±, 
«giJ«ifSr»5 bCBSSii, Mtir'-^<OttSiJt-*o*v^ 

ST^'J ^r-v-a > 77 h ^iTt-^O'V^TBf-^-^SO 

fcflirSftfcT'-^ii^oi Jang v7s i 

12) , irs-«! e a***sfcfliBfsttfc^'-^ji«F^»a 

5 - S 1 0 7) o 

[0 0 3 2] *Uft««l«ffl7HU jR«£W«H5-»a» 6 

BLfc±-e (xf-f/s i o 8) , ^MtLtaa 



(5) #^2 0 0 2 -6 4 4 8 2 

« 

(Xx-y 7S 10 9), Bff^7J:£Y£,fc <9ftif<7> 
e^Bf-f-^X USEMi"* i 0 Bf^aglS 6 KtiTnS: u 
UfyVSllO) , Bf^M i aiM^ftiWfi>TSE< 7 >ft 

v> 0 f£> L-C^WOe^Bf-f-^X* f it5g 

Z'mr1rZ> (xf77S l 0 8) o 
[0 0 3 3] ja±<Oi3 ULTffi5£3ftfcflF-S-#5$:K* 
i0 o'V>T, Bf^i&aS&6iiT'-?£Bg : -5Ht:L Uf'/7"S 
111), KWHHfc L fc 7"- * «r*-f-«H»» 5 t^LT 

L (7.T-7 7S 112), — aoftfjpA^Ti-io ft® 
m±«|l9iiUT^n*o <!U Xt77S10 2-Xt 
7 7S1 1 2 Zr*<7)—&(Dffi.iUi.&mLr 1 Xf 7 7"o- 
•?fffc<Ui { , f-?<?)fIJII Uf77S10 1) 

[0 0 3 4] ±IE^T*(±, HfrS-jMUftffcOfttt 

20 v^*, 0 4 IC^-TJ: 9 l_, J: OftffiOftv^Bff-^sttCie. 
j?-f* (Xf v 7S 1 1 3, S 1 1 4) i •) IcLTti 
v> 0 .KOfca-, Bf-f-^a^*<7)ftW^6v^^(;(±J; ij 

[0 0 3 5] JflLJKOinULTfllftLTtMF-^ftiaiHia 
y-'Bf-f-^a^ft ft < >i •) / < y 7 t SB 

■eoBf-f-^«-Misr«oev^wic^H-r-5o-e, -r-9 

50 T*S, t>v>TJ±BS-f-jO!a^e?r— o<F> J - Kfci-^^-v 
[0 0 3 6] 4*, ^M^OBf^a^aii, ±^L/c 

[0 0 3 7] 

[%B^co^*] 3p:|&^Offll-!g-^a^gl±±^<0«t ; 7H« 

tu»«* f , Bt-f-^asr^BS-f-aanj^oftiSfSr^L, 

40 K*#i:)£.CTBff-^-^a§r><7)Bt-§-^^^S1-^<7)T*, 

[0 0 3 8] l*#«2fE«<75|feB^(c*oT(±, ftfifMff 
8BI4, Bf-f-$!iaS&l-i3tt^Bf^a'7?*i8f* J JS*^T**> 

Bt-f-«iafir>wBf-f-^4r«t ft woev^af 
^uSEM-rio-e, Bf^a»^<7)aftW^«t*T'- 

[0 0 3 9] »*3l3IE«0«M^*orii, Bf^«l» 
50 SIU1, r-^oasUSr*ijgUL, «*8Ul=J:oTBf-?-»a 
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togs «• ;pj Bf -r 4 asufl if as t , igagy^j if u im 

4 OT% f- ? cottSU K J: o TliBf ^a^^ t £ & 
[0 0 4 0] W*«4lE«C0|§^(C*oT(±, Bf^-aS 

it <d n m * m*t * - 1 ft * t v » -9 * *-r 4 . 
[o o 4 U w*^5ie«<7)|§^(;*oT(±, «^fe)Hfi: 

- ? * i •) < &3 L TSHg "f 4 - t * S T* ft & t v>d 

a&* «> 

[0 0 4 2] »**6EIR05SW(C*-&TJ±, SE^SW 1 
ft, Bf#«i3a««O»»^<0ailES:i-4ii:*«SftK* 

[0 0 4 3] »*^7fB3£coi§>8K£oTi±, "f-s-*a 
M^snxf-? k « # s u**id 

4o 

[0 0 4 4] W*« 8 IE« i:*otl±, ftiSr£frJ 
»UBt-9-^*3E!Ei-4X7-y/J±, Bf-f-toaoftffif** 
W»t**»*C, «F**** «t 0 « »«)«v»«H5-* 30 

-t 4 - t ri'T* ft 4 £ v> -9 as^t^o 

[0 0 4 5] «|#3[9Blft*>l§9!i::*oTI±, BF-S-ftS 
<OS5^ifiJit4Xf 7 T-i:, 7'-5'cottSiJ«r*iJgiJL, 

rwbuu ± o xm ^msors 4 xr'^tK 
itfco-e, 7* — ? coasut- i or i±Bt ^a^s £ & 

4 K^S'iBf-^5!! i a^ ; }T0Ci:^^<, JoT 
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70 

■fr*»a»flwftflf *««-*- 4 i t **-eft * t ^ -9 s** 

£frf4o 

[0 0 4 6] M*&1 0SE«Wl&Wt*oTtt, tt-g-ffi 

-t&a-t4co-t\ •f-ytoasuftuBt-^sftjssraaiKjE 

■eft, J»$»i:WftI*t4;tKJ:l), flWAaft 

£ t **-e ft 4 1 »**#-r 4 o 

[0 0 4 7] lK*W>f§9ll-*oTttx f-* 

*»EiS-f 5Xf77't tt««K1B S i^T v> 4 -f - * 

Bf^-$!iac0^5^«»f'r4(0T*, ffi^feJUfiOJSv^T'-i' 

* «£ •} < J&a Ltii«i-4 c t a*-e ft 4 t v» t 
£#-f4 0 

[0 0 4 8] 2E««)«flU*crtt, KSft 

£#-T4o 

[HM<olBfm^lj£W] .- - 

[a i ] *«ij§<&i**»3««o*jso-w£^-i- rn 
[12] *%w<vm^*&mmm.<?>ftmi7ji-tm%Lmr'$> 

4 0 

[H3] *f&^cOBff^a*ft«0-{?!lS:^-7D-^^ 

- h-e*4 0 
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